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{Issued--17 July 199¢C)

(1st Revision-- 8 March 1993 )
COMMAND AND COMMROI. WARFARE

Circul ati on. The Enclosuze2 i S cizculated as a current

statement of policy.

2.
30,
3.
4,

g

R

Supersession. This memazaadus of poiicy supersedes £JCS MOP
0Ty 1900 y .

Distribution. See nistribut ion List.

Summary of Changes. Thix reviszion:

4. Changes the title of cJcs MoP 39 £-cm " Command, Contr ol
snd Communications Zontermeasures” t 0 " Conmmand and Contr ol
Warfare" and replaces “countzz-C3° and “C3-»rotection” With
"counter-C2" and “C2-protaczion." New d=finitions for these
terms Wil be forwarded ic $-7 for imclusien in Joint Pub
1-02 upon final coordination and appruval o this MOP' s

revi sion.

b. | ncorépor at es terminolegy <uangus pronulgated in draft
CICS MP 6, "Electronicwacfzze.”
C. Integrates Psychalogical finerations (PSYOP) as one of

the five principal militacy actions supporting Conmmand and
Control Warfare (C2w).

d. Focuses c2w on warfightirg and significantly reduces

docunent size by elimnating c3cx phil osophy, general
information, and definitions included in ot her MOPs.
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e. Changes in responsibilities:

(1) Elimnates a nunber of responsibilities for
clarification.

(2) Adds responsibilities for joint coordination of C2w
eval uation and support.

(3) Adds a requirenent for CINCs to integrate C2W into
exerci se and operations plans and orders.

(4) Adds a requirement for CINCs to ensure that Ca2w
portions of plans and orders address both the counter-C2

aspects of c2w (the integration of OPSEC nllltarY

deception, PSYOP, EW and physical destruction, nutually
supported by intelligence) as well as the c2-protection
aspects (e.Qg., protecting our C2 fromc2w efforts of the

eneny) .

(5) Adds a requirement for the Director, DA to
establish and naintain a DOD-wide plan and architecture
for integrated intelligence support to C2W, and ensure
that the Mlitary Integrated Intelligence Data Base
Systenilntegrated Dat a Base (MIIDS/IDB) is the DOD
standard data base for ca2w intelligence support.

f. Updates existing references in the enclosure and
Appendi x B.

For the Chairman of the Joint Chiefs of Staff:

. C. MACKE
Vice Admral, USN
Director, Joint Staff
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ENCLOSURE
COMVAND AND CONTROL WARFARE

1. Purpose. To provide joint policy and guidance for comnmand
and control warfare (C2w).
2. Applicability. The provisions of this MOP apply to the
Joint Staff, Services, unified and specified commands, Defense
agencies, and joint and conbined activities.
3. Qbjective. To maximze US and allied mlitary effectiveness
by integrating Cc2w into mlitary strategy, plans, operations,
exercises, training, communications architectures, conputer
processing, systems devel opment, and professional education.
The key to successful C2w is its integration throughout the
pl anni ng, execution and termnation phases of all operations.
4. Terminology. The follow ng termnology applies:
(Definitions are from Joint Pub 1-02 unless otherw se annot at ed;
definitions fromother than Joint Pub 1-02 are for purposes of
this MOP only.)

a. Command and Control (€2). The exercise of authority and

direction by a properly designated comrander over assigned
or attached forces in the acconplishnent of the mssion. C2
functions are performed through an arrangenent of personnel,

equi pmrent, communi cations, conputers, facilities, and
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procedures enployed by a commander in planning, directing,
coordinating, and controlling forces and operations in the
acconpl i shnent of the m ssion.
b. Command and Control Warfare. The integrated use of
operations security (OPSEC), mlitary deception,
psychol ogi cal operations (PSYOP), electronic warfare (EW)
and physical destruction, nutually supported by
intelligence, to deny information to, influence, degrade or
destroy adversary C2 capabilities, while protecting friendly
C2 capabilities against such actions. Command and Control
Varfare applies across the operational continuum and all
| evel s of conflict. Also called c2w. (Proposed by draft
CJCS MOP 30 for inclusion in Joint Pub [-02 as a repl acenent
for Conmand, Control, and Communications Counterneasures.)
C2W i s both offensive and defensive:
(1) Counter-C2. To prevent effective C2 of adversary
forces by denying information to, influencing, degrading
or destroying the adversary C2 system
(2) c2-Protection. To maintain effective C2 of own
forces by turning to friendly advantage
or negating adversary efforts to deny information to,

"influence, degrade, or destroy the friendly C2 system

cJycs MOP 30 Encl osure



5.
6.

c. For additional term nology see Appendix A
References. See Appendix B.
General Information C2W is the mlitary strategy that

i mpl ements Information Warfare (DOD Directive TS-3600.1

21 Decenber 1992, "Information Warfare") on the battlefield and

integrates physical destruction. |Its objective is to decapitate

the eneny's command structure fromits body of conbat forces.

Commanders will integrate C2w strategy as an integral conponent

of their overall warfighting concept. The underlying rationale

for C2W evolves fromthe follow ng

a. Mdern mlitary forces are highly dependent upon tinely
and accurate infornmation conveyed through a resilient C2
system for effective application of combat power. C2
functions are perfoned through an arrangenent of personnel,
equi pment, conmuni cations, conputers, facilities, and
procedures. Successful C2 depends upon a rapid flow of
accurate information through the arrangenent of these
components.  Each of these is vulnerable, in varying
degrees, to OPSEC, mlitary deception, PSYOP, EW and
destruction (hard kill and weapons effects). Actions that

degrade one or nore of these conponent elenents degrade the
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entire C2 network and introduce el enments of doubt as to the
ef fectiveness of the command and | eadership structure.

b. Effective C2 is required if a force is to be agile.
Joint Pub 1, "Joint Warfare of the US Armed Forces,"
identifies agility as one of the fundanentals of joint
warfare. It states "Agility is relative. The aimis to be
nore agile than the foe. Agility is not primarily concerned
with speed itself, but about timeliness: thinking,

pl anni ng, communicating, and acting faster than the eneny
can effectively react." C2wW provides the commander with the
means to achieve agility by focusing attacks on the
adversary's ability to control his forces while

simul taneously protecting friendly C2. |f adversary forces
cannot act or react cohesively, friendly forces gain a
conmpar abl e neasure of agility.

c. The speed and pace of battle and the agility of forces
is continually increasing. The commander with the greater
ability to evaluate the battlefield and expose and exploit
an adversary's vulnerabilities will have the greater chance
to prevail.

d. Effective c2w enables the conmander to seize the

initiative by forcing the eneny into a reactive node, while
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mai ntai ning, protecting and/or enhancing the effectiveness
of friendly C2. It conbines the denial and influence of

i nformation, deception, disruption, and destruction to
counter adversary C2 while sinultaneously protecting
friendly C2. The five principal mlitary actions used to
achieve these results are OPSEC, PSYOP, nilitary deception
EW and destruction (hard kill and weapons effects).

e. Each of these actions taken independently can have a
measurable effect. Conbat power is maxi mzed, however,
through the synergistic application of all five actions
taken together. It is this integrated enployment that is
the essence of c2w strategy: an efficient, effective,
coordinated application of different capabilities,

processes, techniques, and weapons across the spectrum of an
adversary's C2.

f. The advent of nodern C2 systens and concepts contributes
to our ability to achieve success in C2W while

si mul taneously creating vulnerabilities in our own C2 which
must be defended. C2W offers the commander the potential to
del iver a KNOCKOUT PUNCH before the outbreak of traditiona
hostilities. A successful c2w strategy will contribute to

the security of friendly forces, bring the adversary to
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battle on our terns, Seize and maintain the initiative,
ensure agility, contribute to surprise, decapitate eneny
forces fromtheir |eadership and create opportunities for a
systematic exploitation of eneny vulnerabilities.
7. C2W Applicability. Although c2w is discussed herein as
conprising five nilitary actions, all warfighting capabilities
potentially may be enployed in C2w operations, the |evel of
applicability of each being conditioned by the circunstances and
the resources available. Sinilarly, c2w strategy is required in
all aspects of mlitary operations as an integral part of the
overal | theater canpaign plan.
8. Integrated Intellijgence Support. Integrated intelligence
and counterintelligence support is absolutely critical to C2W as
in every warfare area. This support requires the fusion of
all-source intelligence and is fully dependent upon interagency
cooperation. Pl anning, execution, and evaluation of both
counter-C2 and C2-protection is necessary by commanders at al
echelons from the inception of plans through inplenentation and
eval uation. Precise intelligence is essential for operational
pl anni ng and execution of c2w; the operational commander nust
have the best available intelligence on eneny situations,

intentions and capabilities. Only with this information can the
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commander weigh the potential advantage of specific actions,

assess the potential loss of intelligence from exploitation, and

wei gh the need to enploy counterintelligence to protect

intelligence sources and methods against the benefits of

di srupting or destroying eneny Ct.
a. Intelligence and counterintelligence activities must
support the devel opnment of scenarios and sinulations that
represent realistic wartime threats. Enphasis should be on
critical node analysis and target devel opnent. This
analysis will be the basis upon which tactics, techniques,
and the identification of resources to support C2w plans
w |l be devel oped based upon the commander's intent for each
proposed scenario. C2W plans and operations nust be
coordinated with affected intelligence and
counterintelligence activities as they are developed to
ensure adequate intelligence support.
b. Intelligence and counterintelligence to support C2w
activities is the result of the collection, evaluation,
analysis, and interpretation of all available information
that concerns one or nore aspects of foreign nations or
areas. In response to Service and CNC validated

requirements, intelligence and counterintelligence
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activities are responsible for the collection, analysis,
production, and rapid dissemnation of intelligence and
counterintelligence in support of C2W as required by the
user. Intelligence support generally includes:

(1) Devel oping and naintaining data bases of sufficient

detail to support c2w in geographic areas of potential

conflict.
(2) ldentifying critical C2 nodes, links and sensors of
potentially hostile nations. ldentification should

include general target types with specific detailed
information on key targets and the critical times of

vul nerability associated with each specific set.
Particularly required is an understanding of potential
eneny C2, comunications, and sensor systems, including
both peacetine and wartime operating nodes,

organi zational structure and netting, procedures, and
depl oynment.' This intelligence nust be sufficiently
detailed and accurate to support effective enploynment of
preci sion guided munitions and EW

(3) Assessing the capabilities, Iimtations, and
vulnerabilities of potential C2 targets. This

information allows planners to identify and counter
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those C2 entities that, if disrupted, deceived,
destroyed, or nasked, would provide the greatest
advantage to US or friendly forces.
(4) ldentifying the key political and mlitary |eaders
in potentially hostile nations. Address both formal and
informal power structures. Provide biographical data
and, when avail abl e, psychological profiles of |eaders
to support (as a minimun) the PSYOP el ement of C2w.
(5) Estimating hostile counter-C2 capabilities to
assist in determning the vulnerability of US C2
capabilities and the inpact on US and friendly mlitary
operations.
(6) Providing tinely and reliable indications and
warning information to operational comnmanders.
(7) Providing tinely information to persons and systens
during engagenment of an actual adversary force.
(8) Providing accurate direction finding (or
geopositional, if available) information on pulsed and
continuous wave signals from A through K band.
(9) Supporting battle danage assessnents

c. Intelligence and counterintelligence support to C2wW

pl anning and operations includes all levels of effort
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(national, theater, and tactical) and all collection
disciplines (HUMNT, SIG NT, PHOTINT, IMINT, MASINT, Cl,
etc.); analysis centers; Defense agencies; and scientific
and technical intelligence and counterintelligence
production centers. C2w nust be closely coordinated with
i nformation-gathering functions.
d. Wwen necessary, and when approved by proper authority,
conpartnented intelligence information should be rel eased
for use at nonconpartnented levels in support of operational
pl anners and conmmanders. If an intelligence organization
finds that a commander requires conpartnented intelligence
data that cannot be released at nonconpartnented |evels,
action should be taken to provide necessary accesses to
persons designated by the comrander.
9. Communications Support. Effective communications support is
al so absolutely essential to the success of C2w.
a. C2 facilities, adequate connectivity, autonated data
processi ng (ADP) support, and interoperable data bases are
required.
b.  Communi cations requirenents in support of C2w can vary

w dely, both within and anong headquarters el enments, due to
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the continued use of existing unique or specially installed

conmuni cati ons systens.

c. Secure communications and data transfer nust be

Incorporated at all c2w facilities.
10. Joint Spectrum Management Joi nt spectrum managenent (CJCS
MOP 64) plays a key role in the successful planning, engagenent
and anal ysi s phases of C2w. Although principally affecting
communi cations, intelligence collection, jamm ng and the
resolution of electromagnetic interference, aggressive
managenent of the el ectromagnetic spectrum can inpact OPS, EC
mlitary deception and PSYOP as well. This function is
perforned for the commander by the Joint Frequency Managenent
O fice, typically under the cognizance of the J-6, to support
joint planning, coordination, and control of the spectrum for
assigned forces. The supported joint force conmanders are the
ultinmate authority for resolving spectrum use conflicts in their
areas of responsibility.
11. Planning and Execution. The success of C2W depends on a
coordinated plan. The nost critical elements in effective C2W
planning are staff organization and planning skills. The
appropriate mx of planners from operations (and its various

subfunctions), intelligence, information and/or ADP, and
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communi cations with clearly defined authorities and
responsibilities will greatly facilitate the planning and
execution of c2w. Options for organization range from
identification of points of contact in applicable staff elenents
to establishing a permanent staff office. In any organization
the key to successful c2w is its integration throughout the

pl anni ng and execution phase of all operations.

12. _Test-. Equipment, techniques, and tactics supporting C2W
wll be exercised and tested in an environment representative of
friendly, neutral, and adversary C2w capabilities. These tests
and exercises wll be protected by appropriate security neasures
and OPSEC, consistent with current directives, including
protection of intelligence on which the testing is based. Test
and exercise plans will clearly indicate the potential for

nmutual interference with other US and allied systens.

13. Traiping. C2w training in a realistic threat environment
wll be an objective in all simulated and actual joint

exercises. Additionally, appropriate C2-protection neasures
will be used to protect the c2w tactics, techniques, and
procedures used.

14. Coordination with Al - The devel opment of capabilities,

plans, prograns, tactics, enployment concepts, intelligence, and
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communi cations support applicable to C2Ww strategy requires
coordination with responsible DOD conponents and allied
nations. Coordination with allies will normally be affected
within existing defense arrangenents; however, the use of
bilateral arrangements is not precluded. The Joint Staff wll
coordinate US positions on all c2w matters discussed bilaterally
or in nmultinational organizations to encourage interoperability
and compatibility in fulfilling common requirenents. Direct
di scussions regarding conbined and coalition operations in a
specific theater are the responsibility of the theater CI NC
15. authority  Actions and neans used to execute C2W
strategies nust conformto donmestic |laws, treaties, the |aw of
armed conflict, and SM 846-88, 28 Cctober 1988, "Peacetinme Rules
of Engagenent for US Forces," or other pertinent RCE
a. For planning purposes, use Joint Pub S-03.1 (proposed
final publication, Septenber 1992) "Joint Qperation
Pl anni ng and Execution System (JOPES), Volune 1, Planning
Policies and Procedures.”
b. Refer to DOD Directive 3222.4, 31 July 1992,
“"Electronic Warfare (EW and Conmand, Control,
Conmmuni cati ons Count er mesaures (C3cM)* and DOD Directive

TS-3600. 1,
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21 Decenber 1992, "Information Warfare" in addition to the

applicable other joint and Service warfare publications

listed in Appendix A

c. As a mninum the follow ng doctrine, policy and

gui dance will be used to plan and conduct C2w:

(1) Doctrine
(a) Joint Test Pub 2-0, 21 June 1991, "Doctrine
for Intelligence Support to Joint Qperations”
(b) Joint Pub S-03.1, 6 March 1992, "Joint
Qperations Planning, and Execution System (JOPES),
Vol ume 1 (OPLAN Fornmats and Qui dance)”
(c) JCS Pub 3-13, 10 Septenber 1987, =C3CM in
Joint Mlitary Operations”
(d) Joint Pub 3-51, 30 June 1991, "El ectronic
Varfare in Joint Mlitary Qperations”
(e) Joint Pub 3-53, 1 February 1987, "Joint
Psychol ogi cal Operations Doctrine"
(f) Joint Pub 3-54, 27 August 1991, "Joint
Doctrine for Operations Security"
(2) Policy

(a) CICS MOP 6, 19 January 1990, "Electronic
Varf are”
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(b) CQJCS MOP 24 (1st Revision), 10 January 1992,
"Tactical Enploynment of Directed-Energy Warfare
Systems*
(c) CQICS MOP 25, 13 July 1990, "Wartime Reserve
Modes"
(d) CQICS MOP 29, 24 August 1990, "Joint Qperations
Security"
(e) CICS MOP 54, 20 Novenber 1990, "Joint and
Conbi ned Conmuni cations Security"
(f) CICS MCP 64, "Mnagenent of the
El ectromagneti ¢ Spectrun
(g) JCS MOP 116 (5th Revision), 24 March 1987,
"Mlitary Deception”
(3) Planning Quidance is found in the follow ng Joint
Strategic Capabilities Plan (JSCP) Annexes:
(a) JSCP Annex A Intelligence
(b) JSCP Annex D Psychol ogical Operations
(c) JSCP Annex H Counter-C3
(d) JSCP Annex | C4 Systens
(e) JSCP Annex M Electronic Warfare
(£) JSCP Annex K Mlitary Deception
(g) JSCP Annex X Special Access Prograns
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(4) Intelligence and Counterintelligence Support for C2W
(a) MJgcs-158-89, 17 August 1989, **Procedures for
Requesting Tailored Analytic Intelligence Support
to Individual EWand c3cM Projects (TASIP)"
(b) MCM 149-92, 26 Cctober 1992
"Counterintelligence Support"
16. Responsibilities
a. The Chairman of the Joint Chiefs of Staff is responsible

to the NCA for providing recommendati ons concerning the

joint and conbi ned enpl oyment of C2W and will:
(1) Provide joint and comnbi ned policy and anplifying
gui dance for the enpl oyment of C2w.
(2) Make recommendations to the Director, DA other
intelligence agencies, and/or the Secretary of Defense,
as necessary, to inprove the responsiveness of
intelligence support to C2w.
(3) Coordinate (with the Services, Defense agencies,
and other appropriate organizations) requirenents of the
uni fied and specified commands and the Services for
techni cal assistance or assessments of the effectiveness

of planned c2w.
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(4) Monitor and coordinate the devel opment of joint C2w
concepts, doctrine, tactics, techniques, and
procedur es. Ensure that, where appropriate, this
devel opnment includes evaluation and testing of joint C2W
concepts and doctrine during CICS-directed exercises.
(5) Respond to requests fromthe unified and specified
commands for enploynment of C2w.
(6) Conduct assessnents of the effectiveness of C2W
planning with appropriate organi zations and agenci es,
the unified and specified commands, and the Services.
(7) Ensure that the unified and specified conmands
provide for operations and exercises and devel op .
appropriate joint and conbi ned C2W concepts and
procedur es.
(8) Develop and provide guidance for
(a) Joint C2W doctri ne.
(b) c2w planning in support of US foreign policy
and JSCP strategy.
(c) dassification and disclosure of joint C2wW
i nf ormation.

(d) Special technical operations
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(9)" Provide guidance for instruction in C2wWw in mlitary
educational institutions under the cognizance of the
Chai rman of the Joint Chiefs of Staff.

(10) Evaluate the capabilities of the unified and
speci fied commands and DI SA and ot her national agencies
to operate in C2Ww environnments representative of the
expected threat. Recommend appropriate corrective
actions to the Secretary of Defense and the CINCs.

(11) Provide for c2w planning within JOPES

(12) Ensure the devel opnent and review of joint and
conbi ned C2wW i n appropriate operations plans (OPLANs),
exerci se plans (EXPLANs), and/ or concept plans
(CONPLANS) .

(13) Ensure the devel opment, maintenance, and

di ssemnation of information essential for the
identification and protection of critical US and allied
C2 nodes and equi pment by appropriate agencies.

(14) Participate in the Tailored Analytic Intelligence
Support to Individual EW and C3CM Projects (TASIP)
process (see MICS-158-89).

CJCS MOP 30 18 Encl osure



(15) Review joint c2w plans for consistency with
policies and guidance provided in this MOP and make
corrective recomendations, as necessary.
(16) Ensure the incorporation of C2w operations in
CJCS-directed or sponsored operations and exercises
(17) Evaluate and integrate C2W deficiencies identified
in the CINCs' Preparedness and Assessnment Reports
(CsSPARs) for incorporation, as applicable, into the CICS
Prepar edness Assessment Report.
(18) Ensure the incorporation of C2w operations in
CICS-directed or sponsored exercises

b. The Combatant Commanders will:
(1) Designate a single staff conponent to be
responsi bl e for caw, designate specific points of
contact for counter-C2 and C2-protection where feasible,
and ensure that subordinate conmands assi gn
responsibilities for C2w as necessary.
(2) Conduct direct discussions regarding combi ned and
coalition C2wWw concerns wth applicable allies.
(3) Plan for the integration of joint and conbi ned C2W

operations into overall mlitary operations in
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accordance with guidance found in Joint Pubs S-03.1 and

5-03.2 (JOPES). Pending formal change, the follow ng

expansi on of JOPES guidance Wi l| assist in planning this

i ntegration:

acs MOP 30

(a) Consolidate reference to c2w efforts (OPSEC,
EW, PSYOP, mlitary deception and destruction) in
Appendi x 10 to Annex C, the "Counter Conmand,
Control, and Conmuni cations" Appendi x of OPLANS
detailed in Joint Pub S-03.2. Refer to this
Appendi x as "Command and Control Warfare."

(b) Cross-reference Annex B (Intelligence),
Appendi x 3 to Annex C (EW Operations), Appendix 4
to Annex C (PSYOP Qperations), Appendix 7 to Annex
C(Mlitary Deception), Annex K (C3 Systens), and
Annex L (Qperations Security) in preparation of
Appendi x 10 to Annex C.

(c) Plan for specialized (e.g., PSYOP) forces.
Note that these forces used in C2w are, in nost
cases, the sane forces used to conduct other
aspects of warfare, and unless they represent some

uni que capability, will move in the same flow as

the units to which they are organic.
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(d) Identify any unique requirenents for
intelligence and communications support for C2W
operations in appropriate annexes and appendi xes.
(e) Identify requirenents for Special Technical
Qperations Support to C2w operations in Appendix 4
to Annex B "Targeting." See JSCP Annex X for

gui dance.

(f) ldentify and direct the use of C2-protection
required to counter the threat.

(g) Ensure maxi num coordi nati on anong C2w
planning, intelligence, information and/or ADP, and
communi cati ons support activities.

(h) Ensure c2w policies, concepts, plans,
capabilities, doctrine, enployment procedures,
tactics, techniques, exercises, and training for
joint and conbined operations are effective,
nutual |y supporting, and noninterfering.

(i) Establish realistic C2w objectives to exercise
and evaluate in a realistic wartine C2wWw environnent
for joint and conbi ned exercises.

(j) Include command joint and conbi ned C2w

capabilities and deficiencies (including
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intelligence and key communications support) in the
CINC's CSPAR to the Joint Staff. Reporting of
matters requiring special access wll be done
concurrently in a separate report.

(k) Submt mssion needs statements (M\S) to the
Chairman of the Joint Chiefs of Staff to correct
critical c2w deficiencies.

(1) Ensure designated c2w officers at the unified
and specified commands and conponent conmmands
attend, as required, the Joint c2w, EW and
Command, Control and Conmunications O ficers
courses at the Armed Forces Staff College.

(m Review and incorporate the intelligence
requirements of c2w into the Cl AP.

(n) Participate in the TASIP process (see
MJCS-158-89, 17 August 1989, "Procedures for
Requesting Tailored Analytical Intelligence Support
to .Individual EWand c3cM Projects (TASIP)").

(o) Report joint universal |essons |earned (JULLs)
as directed in CIJCS MOP 53 and Joint Pub I-03. 30.
(p) Maintain an Integrated Priority List (IPL) for

C2w activities and requirenents.
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C. The Chiefs of the Services and USCI NCSOC will:
(1) Designate a staff conponent to act as the single
wor ki ng- 1 evel point of contact for C2w as the mlitary
strategy which inplements Information Warfare; require
designation of staff conponents for C2w in subordinate
comrands as necessary; and assign, or require assignnent
of, specific staff conmponent responsibilities for
counter-C2 and C2-protection as feasible.
(2) Devel op C2w objectives, techniques, and security
gui dance.
(3) Establish operational requirenents for Service and
USCI NCSOC capabilities applicable to C2w strategies,
coordinating with other Services and Defense agencies to
mnimze duplication of effort in C2w programs and
equi prent devel opment and to achi eve standardization,
interoperability, and conpatibility in fulfilling comon
requirenents, including use of the electronagnetic
spect rum
(4) Conduct research, devel opment, test and eval uation
and procurenment of existing and proposed systens

applicable to C2w strategies of the Services and the
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uni fied and specified commands, coordinating with other
Services and Defense agencies where conmmon interests

exi st.

(5) Keep the Chairman of the Joint Chiefs of Staff,
CINCs, and other Service conponents informed of actions
taken to correct identified c2w deficiencies.

(6) Maintain the capability to react rapidly to foreign
techni cal achi everents that could degrade US C2.

(7) Maintain liaison with Services, Defense agencies,
ot her appropriate organi zations, and allied governnents
to mnimze duplication of effort in c2w progranms and
equi pnent devel opnent and to achi eve standardization,
interoperability, and conpatibility in fulfilling comon
requirements.

(8) Maintain a capability, in coordination wth other
Services, to evaluate c2w system performance and
operational enploynment tactics, techniques, and
procedures in conbat operations, operational tests, and
trai ni ng exercises.

(9) Exercise capabilities applicable to C2w strategies
and conduct training, exercises, and tests in a C2w

environment representative of that expected in wartine.
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(10) Identify intelligence and counterintelligence
requirenents in support of C2w and request C2W project
support using established TASIP procedures. DIAis the
CJCS adm nistrator and office of primary responsibility.
(11) Identify training requirements and qualifica-
tions for personnel who performc2w-related activi-
ties, provide for C2W orientation of personnel, and
provi de appropriately trained personnel to operational
commands and intelligence agencies (including Reserve
forces).

(12) Plan for and enploy C2w to support operations,
exercises, tests, evaluations, and other activities in
accordance with this MOP and appropriate directives.
(13) Ensure that C2 capabilities are adequate to
support unified and specified conmand requirenments for
the planning and conduct of c2w, including the C AP
(14) Assess the vulnerabilities of Service-provided C2
facilities to sabotage and other fornms of attack.
Assess abilities to maintain personnel and physica
security prograns to protect such facilities.

(15) Train commanders and ot her deci sionnekers,

operating elements, and staffs to understand, detect,
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and conbat hostile counter-C2 and to effectively plan
for, make, and inplement decisions despite an
adversary’s use of counter-cC2.
(16) Train commanders and other decisionmakers,
operating elements, and staffs to plan for and conduct
effective integrated counter-C2 actions.
d. The Director.NSA/Chief. Central Security SerVices
(cssy Wi ll:
(1) Designate a staff conponent to act as the single
wor ki ng-1 evel point of contact for support to C2W.
(2) Assist the Mlitary Departnents, the Joint Staff,
the unified and specified commands, and the Defense
agencies in the devel opnent of principles and techniques
applicable to caw.
(3) Assess US C2 vulnerability to, and evidence of
actual exploitation by, adversary SIQ NT.
(4) Upon request, provide SIGNT in a format as
outlined in United States Signals Intelligence Drective
328 and acceptable for use by CINCs in planning and

execution of c2w operations and trai ning.
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(5) Maintain SIG NT watch over counter-C2 activities in
order to nonitor and assess target reactions and protect
sensitive sources.
(6) Provide SIGINT advice and assistance to appropriate
pl anners to enable themto:
(a) Determine the appropriate C2w actions for
inclusion in plans.
(b) Devel op appropriate equi pnment to support C2w
strategies.
(7) Provide Information Security (INFOSEC) nmeasures and
advice to hel p protect against hostile SIGINTand C2w
efforts.
(8) Plan for, approve as authorized, and enpl oy
C2-protection i n support of agency operations.
e. The Director. DIA wll:
(1) Designate a staff conponent to act as the single
DOD focal point for joint policy onintegrated
intelligence production support to warfighting,
i ncl udi ng C2w.
(2) Establish and maintain a DOD-w de plan and
architecture for integrated and prioritized intelligence

support to czw.

cJcs MOP 30 27 Encl osure



(3) Provide all-source intelligence and counter-
intelligence to the Joint Staff, the unified and

speci fied conmands, Defense agencies, and the Services
in response to validated intelligence and
counterintelligence requirements that support the
preparation, evaluation, and execution of counter-C2 and
C2-protection strategies in operational and exercise

pl ans and orders.

(4) In conjunction with NSA the Joint Staff, the
Services, and the unified and specified commands, |ead
in the inmprovement of integrated analytical intelligence
support at each stage of c2w activities (under the TASIP
progran), particularly those projects wth unusual and

| ong-termintelligence requirenents.

(5) Provide threat assessments and validation of
potential enenmy C2 and counter-C2 capabilities.

(6) Provide indicators of devel opnents in adversary C2
that could be exploited to enhance US and allied
counter-C2 capabilities.

(7) Include instruction in foreign C2 and counter-C2
capabilities in the curricula of the Defense

Intelligence College.
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(8) Review Joint Doctrine Publications, including TTPS

for intelligence support to Joint Qperations, for

intelligence and counterintelligence support to C2w and

make recommendations for inprovements.

(9) Coordinate and provide integrated intelligence

support to C2w in theater exercises.

(10) Ensure the Mlitary Intelligence Integrated Data

Systens/Integrated Data Base (MIDS/IDB) and its

successors are maintained, or caused to be maintained,

as the DOD standard for C2w intelligence support data

bases.

(11) Validate all Service-produced systemspecific

System Threat Assessnment Reports (STARs) for prograns

subject to Defense Acquisition Board review, develop

with the components, uniform procedures for perform ng

threat assessments for all acquisition category prograns.
f. The Director, DISA Wll:

(1) Designate a single staff conponent to act as the

singl e working-level point of contact for support to C2w.

(2) Ensure that DI SA policies and prograns support

operational concepts and objectives for C2W.

CJCS MOP 30 29 Encl osure



(3) Assess the vulnerabilities of the Defense Satellite
Conmmruni cati ons System and ot her defense information
systens to adversary counter-C2 and report the results
of such assessments annually to the Joint Staff and the
uni fied and specified comands.
(4) Maintain procedures to ensure a capability to
respond to identified threats and assessed
vul nerabilities.
g. The Director, DNA will:
(1) Designate a staff conponent to act as the single
wor ki ng-| evel point of contact for support to C2w.
(2) Provide support to the devel opnent of capabilities
applicable to caw strategies in consonance with DNA's
m ssion and responsibilities.
h. The Director, Joint Electronic WArfare Cepter wll
provide, as part of the JEwC PROUD FLAME predictive
anal ysis, C2Ww analysis products for the CINC-prioritized
country(ies) of concern to support planning, execution, and
eval uation of EW operations that support C2w (see CICS MOP
6, MCM 117-91, and JDP [-90).
i.  The Director, DOD Electromagnetic Conpatibility Analysis

Center will provide, upon request, electromagnetic spectrum
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managenent support to planning, execution, training, and
eval uation of C2w operations (see CICS MOP 64).
j. The Heads of other Defense Components will devel op

capabilities applicable to c2w strategi es and enpl oy C2W, as
appropriate, in support of mlitary operations and their

I ndi vi dual agency functions.
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APPENDI X A
TERM NOLOGY

1. Electronic Warfare. Mlitary action involving: (1) the use
of electromagnetic or directed energy to attack an eneny’s
conbat capability, (2) protection of friendly conbat capability
agai nst undesirable effects of friendly or eneny enpl oynent of
electronic warfare or, (3) surveillance of the el ectromagnetic
spectrum for inmmediate threat recognition in support of

el ectronic warfare operations and other tactical actions such as
threat avoi dance, targeting, and honing. Also called EW.
(Proposed by CICS MOP 6 for inclusion in Joint Pub |-02 as a
change to the current definition.)

2. Force. An aggregation of mlitary personnel, weapon
systems, vehicles and necessary support, or conbination thereof.
3. Militarv Deception. Actions executed to mislead foreign
deci si onnmakers, causing themto derive and accept desired
appreciations of mlitary capabilities, intentions, operations,
or other activities that evoke foreign actions that contribute
to the originator's objectives.

4. QOperations Security (OPSEC) A process of identifying

critical information and subsequently analyzing friendly actions
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attendant to mlitary operations and other activities to:
a. ldentify those actions that can be observed by adversary
intelligence systens.
b. Determne indicators adversary intelligence systens
m ght obtain that could be interpreted or pieced together to
derive critical information in time to be useful to
adversari es.
c. Select and execute neasures that elimnate or reduce to
an acceptable level the vulnerabilities of friendly actions
to adversary exploitation. (CJICS MCP 29)
5. Psychological Operations (PSYOP)  Planned operations to
convey selected information and indicators to foreign audiences
to influence their enotions, notives, objective reasoning, and
ultinmately the behavior of foreign governnent, organizations,
groups, and individuals. The purpose of PSYCP is to induce or
reinforce foreign attitudes and behavior favorable to the
originator’s objectives.
6. Strategy. The art and science of devel oping and using
political, economc, psychological, and mlitary forces as
necessary during peace and war, to afford the maximum support to
policies, in order to increase the probabilities and favorable

consequences of victory and to |essen the chances of defeat.
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